Searching PAJ ' Page 1 of 1 

PATENT ABSTRACTS OF JAPAN 

(1 DPublication number : 03-239032 
(43)Date of publication of application : 24.10.1991 



(SDlntCI. H04K 1/00 

H04M 7/167 



(21) Application number : 02-035723 (71)Applicant : SONY CORP 

(22) Date of filing : 16.02.1990 (72)Inventor : HOSHINO TAKANARI 

YAMASHFTA MASAMI 
OSADA YASUO 



(54) RECEIVER FOR SCRAMBLE SIGNAL 
(57)Abstract 

PURPOSE: To prevent interception resulting from 
forgery of a reception signal by extracting a data signal 



for preventing forgery inserted in plural positions in the 
received signal, comparing them mutually and applying 
descrambling only when they are coincident 
CONSTITUTION; A format of a common information 
signal string consists of a header ID representing 
common information, key signals K1, K2 in 16-bit each, 
key signals K3, K4 in 32-bit each, a 4-bit forgery 
preventing ID, and a 4-bit channel number or the like, 
and with a 24-bit error correction code at the end in 
total 256 bits. The forgery preventing ID provided to a 
data of the common information signal string and a data 
of an individual information signal string in a memory 37 
is read by a dissidence detection circuit 40 in a timing 
from a generating circuit 30 and when dissidence is 




detected, the content of the memory 37 is reset and all 
channels are brought into the uncontracted state. Thus, 
the interception is inhibited in an excellent way. 
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When the descrambling operation is authorized, key 
signals K4 and K2 from the memory (37) are supplied as 
initial values to random-signal generating circuits (41) 
and (42) , and a frame synchronous signal from the 
5 separating circuit (24) is detected by a detecting circuit 
(43) to be supplied to the generating circuits (41) and 
(42) . A random signal thus generated is selected by a 
switch (44) to be supplied to the descrambling circuit (25) 
and the subtracter (27) . A flag (identification signal) 
10 indicating a switching state of the switch is supplied to a 
switching-signal generating circuit (45) * Switching of the 
switch (44) is controlled based on a signal from the 
generating circuit (45) . 

The video signal and the PCM audio signal thus 
15 received are descrarabled. 

In the scrambled-signal receiving apparatus, for 
example, each of a common- in format ion signal string and an 
individual-information signal string has tampering 
prevention ID on a transmission side, and the ID is 
20 extracted to be compared with another on the reception side. 
When non-matching is determined, the data written in the 
memory (37) is reset, and an operation such as 
authorization of the descrambling operation based on the 
data is prohibited. 
25 That is, for example, even when the contractor 

extracts the individual-information signal string by using 
a computer in an all-channel contracted state, and inserts, 
after annulment of the contract, the extracted individual- 
information signal into a received signal to tamper, non- 
30 matching occurs at a point of time when the tampering 

prevention ID of the common-information signal string is 
changed, and authorization of the descrambling operation is 
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prohibited. This results in high security against 
interceptions and tapping. 
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